
2021 SESSION

INTRODUCED

20103974D
1 HOUSE BILL NO. 1215
2 Offered January 8, 2020
3 Prefiled January 7, 2020
4 A BILL to amend the Code of Virginia by adding in Article 5 of Chapter 3 of Title 40.1 a section
5 numbered 40.1-51.4:6, relating to biometric data; employer policy on storage, protection, and
6 destruction; civil penalty.
7 ––––––––––

Patron––Tran
8 ––––––––––
9 Referred to Committee on Agriculture, Chesapeake and Natural Resources

10 ––––––––––
11 Be it enacted by the General Assembly of Virginia:
12 1. That the Code of Virginia is amended by adding in Article 5 of Chapter 3 of Title 40.1 a
13 section numbered 40.1-51.4:6 as follows:
14 § 40.1-51.4:6. Biometric data; employer policy on storage, protection, and destruction; civil penalty.
15 A. As used in this section, "biometric data" means a retina or iris scan, fingerprint, voiceprint,
16 record of hand or face geometry, or any other means of information, regardless of how it is captured or
17 stored, that is used to identify an individual based on biological identifiers.
18 B. An employer seeking to capture biometric data on an employee or potential employee shall (i)
19 maintain a written policy made available to employees on the capture, retention, and destruction of
20 biometric data and (ii) obtain written informed consent of the individual to the capturing and storing of
21 his biometric data which shall identify the biometric data to be captured, the purpose for capturing the
22 biometric data, the mechanism for storing the biometric data, and the length of time the biometric data
23 will be stored and used.
24 C. An employer in possession of biometric data shall store, transmit, and protect such biometric data
25 using a reasonable standard of care within the employer's industry. Once the purpose for capturing and
26 storing the biometric data is complete, or after three years from the date such biometric data was last
27 used for its initial purpose, whichever occurs first, the biometric data shall be destroyed. Once the
28 employer-employee relationship is terminated, the initial purpose for capturing the biometric data is
29 deemed expired and the employer shall destroy the biometric data within two weeks of the employee's
30 final day of employment and notify the employee of the destruction of his biometric data.
31 D. An employer in possession of biometric data is prohibited from selling, leasing, trading, or
32 otherwise profiting from an individual's biometric data. The employer shall obtain the written consent of
33 the individual whose biometric data has been captured in order to share biometric data to a third party.
34 An employer may disclose the biometric data pursuant to a valid warrant or subpoena as required by
35 state or federal law.
36 E. An employer who violates this section is subject to a civil penalty of not more than $25,000 for
37 each violation. An aggrieved party shall have a right of action in circuit court against an offending
38 party.
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