Department of Planning and Budget
2017 Fiscal Impact Statement

Bill Number: HB2360-ER
House of Origin [ | Introduced [] Substitute [] Engrossed
Second House [ ] InCommittee [ | Substitute X] Enrolled

Patron: Albo

3. Committee: Passed Both Houses

10.

11.

Title: Virginia Information Technologies Agency; procurement of information
technology; compliance.

Summary: Requires the Chief Information Officer of the Virginia Information Technologies
Agency to develop policies, standards, and guidelines that require that any procurement of
information technology made by the Commonwealth's executive, legislative, and judicial
branches and independent agencies be made in accordance with applicable federal laws and
regulations pertaining to information security and privacy.

Budget Amendment Necessary: No.
Fiscal Impact Estimates: FINAL - Indeterminate, see Item 8.

Fiscal Implications: The Virginia Information Technologies Agency (VITA) indicates that this
legislation will require staff time to conduct a review of federal laws and regulations pertaining to
information security and privacy in order to see how such laws and regulations conform to
current Virginia laws and regulations. The agency does not currently have sufficient staff to
conduct this review and continue active procurements, including the information technology
sourcing project and would require additional staff or contractors. The agency may require up to
two security positions, however, the full impact is not known at this time. Once the review is
complete, in instances where the federal law or regulation requires additional action or stricter
standards, there will be a fiscal impact on the cost of procurements, however, that fiscal impact is
currently indeterminate.

Specific Agency or Political Subdivisions Affected: Virginia Information Technologies
Agency, all state agencies procuring information technology

Technical Amendment Necessary: No.

Other Comments: The introduced version of this bill required that Commonwealth IT contracts
comply with federal laws and regulations pertaining to information security and privacy. The
enrolled version of this bill clarifies that such contracts comply with applicable federal laws and
regulations.
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