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Bill Number 1330
Houseof Origin || Introduced  [_] Substitute [ ] Engrossed
Second House [ ]In Committee [_] Substitute X Enrolled

Patron Miles

3. Committee Passed both houses

4.

Title Government databases and data communications; reporting of

incidents that threaten security.

5.

0.

Summary/Pur pose:

Requires the director of every department in the executive branch of state government to
report to the Chief Information Officer (CIO) al known incidents which result in exposure of
data protected by state or federal laws or other incidents that compromise the state’s
information systems with a potential to cause magjor disruptions to normal activities. Such
reports shall be made to the CI1O within 24 hours of their occurrence. The bill also requires
the CIO to promptly receive these reports and to take such actions as are necessary,
convenient or desirable to ensure the security of the Commonwealth's databases and data
communications.

Fiscal Impact: Not available (Seeltem 8.)
Budget amendment necessary: No.

Fiscal implications: Thislegislation could create costs in the event of known occurrences
where intrusions expose state data or other incidents occur compromising the state's
information systems. As the extent to which such future events will take place isimpossible
to predict, no fiscal impact can be reliably estimated. If future threats occur at alevel
equivaent to the threats encountered the past two years, the impact from this legislation
should be insignificant.

Specific agency or political subdivisions affected: All executive branch agencies.

10. Technical amendment necessary: No.

11. Other comments: None.
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