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1 HOUSE BILL NO. 2524
2 House Amendments in [ ] –– January 24, 2003
3 A BILL to amend and reenact §§ 38.2-604, 38.2-604.1, and 38.2-612.1 of the Code of Virginia, relating
4 to insurance information privacy.
5 ––––––––––

Patron Prior to Engrossment––Delegate Morgan
6 ––––––––––
7 Referred to Committee on Commerce and Labor
8 ––––––––––
9 Be it enacted by the General Assembly of Virginia:

10 1. That §§ 38.2-604, 38.2-604.1, and 38.2-612.1 of the Code of Virginia are amended and reenacted
11 as follows:
12 § 38.2-604. Notice of information collection and disclosure practices.
13 A. An insurance institution or agent shall provide a notice of insurance information practices to all
14 applicants or policyholders in connection with insurance transactions as provided in this section:
15 1. In the case of an application for insurance a notice shall be provided no later than:
16 a. At the time of the delivery of the insurance policy or certificate when personal information is
17 collected only from the applicant or from public records; or
18 b. At the time the collection of personal information is initiated when personal information is
19 collected from a source other than the applicant or public records; or
20 c. Notwithstanding the provisions of subdivision 1 b of subsection A, when an application for
21 insurance is made by telephone and personal information is collected from a source other than the
22 applicant or public records, the notice of insurance information practices may be given orally at the
23 time of application, provided that, if a policy is issued, such notice is given in writing or, if the
24 applicant agrees, in electronic format, no later than at the time of the delivery of the insurance policy
25 or certificate.
26 2. In the case of a policy renewal, a notice shall be provided no later than the policy renewal date,
27 except that no notice shall be required in connection with a policy renewal if:
28 a. Personal information is collected only from the policyholder or from public records; or
29 b. A notice meeting the requirements of this section has been given within the previous twenty-four
30 24 months; or
31 3. In the case of a policy reinstatement or change in insurance benefits, a notice shall be provided no
32 later than the time a request for a policy reinstatement or change in insurance benefits is received by the
33 insurance institution, except that no notice shall be required if personal information is collected only
34 from the policyholder or from public records.
35 B. The notice required by subsection A of this section shall be in writing or, if the applicant or
36 policyholder agrees, in electronic format, and shall state:
37 1. Whether personal information may be collected from persons other than an individual proposed for
38 coverage;
39 2. The types of personal information that may be collected and the types of sources and investigative
40 techniques that may be used to collect such information;
41 3. The types of disclosures made under subdivisions 1, 2, 3, 4, 5, 8, 10, and 12 of subsection B and
42 subdivision 2 of subsection C of § 38.2-613 and the circumstances under which such disclosures may be
43 made without prior authorization [ , however only those circumstances need be described that occur with
44 such frequency as to indicate a general business practice ] ;
45 4. A description of the rights established under §§ 38.2-608 and 38.2-609 and the manner in which
46 those rights may be exercised; and
47 5. That information obtained from a report prepared by an insurance-support organization may be
48 retained by the insurance-support organization and disclosed to other persons.
49 C. Instead of the notice prescribed in subsection B of this section, the insurance institution or agent
50 may provide an abbreviated notice in writing or, if the applicant or policyholder agrees, in electronic
51 format, informing the applicant or policyholder that:
52 1. Personal information may be collected from persons other than an individual proposed for
53 coverage;
54 2. The information, as well as other personal or privileged information subsequently collected by the
55 insurance institution or agent, in certain circumstances, may be disclosed to third parties without
56 authorization;
57 3. A right of access and correction exists with respect to all personal information collected; and
58 4. The notice prescribed in subsection B of this section will be furnished to the applicant or
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59 policyholder upon request.
60 D. The obligations imposed by this section upon an insurance institution or agent may be satisfied by
61 another insurance institution or agent authorized to act on its behalf.
62 E. An insurance agent shall not be subject to the requirements of this section in any instance where
63 the insurance institution on whose behalf the agent is acting otherwise complies with the requirements
64 contained herein, and the agent does not disclose any personal information to any person other than the
65 insurance institution or its affiliates, or as permitted by § 38.2-613.
66 F. [Repealed.]
67 G. An insurance agent seeking to place coverage on behalf of a current policyholder shall be
68 deemed to be in compliance with the requirements of this section in any instance where the agent has
69 provided the notice required by this section within the previous 12 months.
70 § 38.2-604.1. Notice of financial information collection and disclosure practices.
71 A. An insurance institution or agent shall provide clear and conspicuous notice of financial
72 information collection and disclosure practices in connection with insurance transactions as required by
73 subsection B of this section:
74 1. To an applicant before any financial information is disclosed about that applicant to any
75 nonaffiliated third party, if the disclosure is made other than as permitted under § 38.2-613. For
76 purposes of this subdivision, a notice provided to an employer benefit plan sponsor, group or blanket
77 insurance contract holder, or group annuity contract holder shall satisfy the notice requirements of this
78 subdivision for applicants of such plan, policy, or annuity, provided the insurance institution or agent
79 does not disclose the financial information of those applicants to a nonaffiliated third party, other than
80 as permitted under § 38.2-613;
81 2. To a policyholder no later than delivery or issuance of the policy or any other evidence of
82 coverage, or at the later of these events. For purposes of this subdivision, a notice provided to an
83 employee benefit plan sponsor, group or blanket insurance contract holder, or group annuity contract
84 holder shall satisfy the notice requirements of this subdivision for persons covered under such plans,
85 policies, or annuities, provided the insurance institution or agent does not disclose the financial
86 information of those persons to a nonaffiliated third party, other than as permitted under § 38.2-613; and
87 3. To a policyholder, other than a policyholder of a title insurance policy, not less than once in each
88 calendar year. A notice provided to the sponsor of an employee benefit plan or the owner of a group or
89 blanket insurance policy or group annuity contract shall satisfy the notice requirements of this
90 subdivision for persons covered under such plan, policy or contract. For purposes of this subdivision
91 only, "policyholder" does not include a person who owns a policy that is lapsed, expired or otherwise
92 inactive or dormant under the insurance institution's business practices, and with whom the insurance
93 institution has not communicated about the relationship for a period of twelve 12 consecutive months,
94 other than annual privacy notices, material required by law or regulation, communication at the direction
95 of a state or federal authority, or promotional materials.
96 B. Any notice required by subsection A of this section shall be in writing or, if the applicant or
97 policyholder agrees, in electronic format, and shall state:
98 1. The types of financial information that may be collected;
99 2. The types of financial information that may be disclosed;

100 3. The categories of persons to whom financial information may be disclosed; however, when
101 disclosures are made pursuant to subsection B of § 38.2-613, the notice is only required to state that
102 disclosures may be made without prior authorization as permitted by law;
103 4. If financial information is disclosed pursuant to subdivision C 1 of § 38.2-613, the types of
104 financial information that may be disclosed and the categories of nonaffiliated third parties to whom
105 financial information may be disclosed by contractual agreement;
106 5. An explanation of the right to direct that financial information not be disclosed to nonaffiliated
107 third parties as provided in § 38.2-612.1, provided that this explanation shall not be required to be given
108 when information is disclosed pursuant to the provisions of § 38.2-613;
109 6. A description of the policies and practices for protecting the confidentiality and security of
110 financial information;
111 7. The disclosure required, if any, under Section 603 (d) (2) (A) (iii) of the federal Fair Credit
112 Reporting Act (15 U.S.C. § 1681 et seq.) pertaining to the notices regarding the ability to opt out of
113 disclosure of information among affiliates; and
114 8. A description of the types of financial information about former policyholders that may be
115 disclosed and a description of the types of affiliates and nonaffiliated third parties to whom financial
116 information about former policyholders may be disclosed; however, when disclosures are made pursuant
117 to subsection B of § 38.2-613, the notice is only required to state that disclosures may be made without
118 prior authorization as permitted by law.
119 C. An insurance institution or agent that does not disclose, and does not wish to reserve the right to
120 disclose, financial information about policyholders or former policyholders to affiliates or nonaffiliated
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121 third parties except as authorized in subsection B of § 38.2-613 may satisfy the requirements of this
122 section by providing a notice, as set forth in subdivisions A 2 and A 3 of this section, that:
123 1. States the foregoing information regarding such insurance institution or agent;
124 2. Includes the information described in subdivisions B 1 and B 6 of this section; and
125 3. States that the insurance institution or agent makes disclosures to other affiliated or nonaffiliated
126 third parties, as applicable, as permitted by law.
127 D. An insurance institution or agent may satisfy the notice requirements of subdivision A 1 of this
128 section by providing a short form notice at the same time that the insurance institution or agent delivers
129 an opt out notice as required by § 38.2-612.1. Such a short form notice shall: (i) be clear and
130 conspicuous; (ii) state that the notice prescribed in subsection B of this section is available upon request;
131 (iii) explain a reasonable means by which the applicant may obtain that notice; and (iv) be in writing or,
132 if the applicant agrees, in electronic format. The insurance institution or agent is not required to deliver
133 the notice prescribed in subsection B of this section with its short form notice, provided the insurance
134 institution or agent provides the applicant with a reasonable means to obtain such notice.
135 E. The obligations imposed by this section upon an insurance institution or agent may be satisfied by
136 another insurance institution or agent authorized to act on its behalf. An insurance institution may
137 provide a joint notice from the insurance institution and one 1 or more of its affiliates or other financial
138 institutions, as identified in the notice, if the notice is accurate with respect to the insurance institution
139 and the other institutions.
140 F. An insurance institution or agent, prior to disclosing financial information to a nonaffiliated third
141 party other than as described in the notice prescribed in subsection B of this section, shall send a revised
142 notice that accurately describes its information collection and disclosure practices. Such notice shall
143 comply with the provisions of subsection B of this section.
144 G. An insurance institution or agent may satisfy the notice requirements of § 38.2-604 and this
145 section through the use of separate notices or a combined notice.
146 H. An insurance agent shall not be subject to the requirements of this section in any instance where
147 the insurance institution on whose behalf the agent is acting otherwise complies with the requirements
148 contained herein, and the agent does not disclose any financial information to any person other than the
149 insurance institution or its affiliates, or as permitted by § 38.2-613.
150 I. An insurance agent seeking to place coverage on behalf of a current policyholder shall be deemed
151 to be in compliance with the requirements of this section in any instance where the agent has provided
152 the notice required by this section within the previous 12 months.
153 § 38.2-612.1. Special requirements for providing financial information to nonaffiliated third parties.
154 A. Except as otherwise provided in § 38.2-613, no insurance institution, agent, or insurance-support
155 organization may, directly or through an affiliate, disclose to a nonaffiliated third party financial
156 information about an individual collected or received in connection with an insurance transaction, unless:
157 1. The individual has been given a clear and conspicuous notice in writing, or in electronic form if
158 the individual agrees, stating that such financial information may be disclosed to such nonaffiliated third
159 party;
160 2. The individual is given an opportunity, before such financial information is initially disclosed, to
161 direct that such information not be disclosed, and in no case shall the individual be given less than
162 thirty 30 days from the date of notice to direct that such information not be disclosed;
163 3. The individual is given a reasonable means by which to exercise the right to direct that such
164 information not be disclosed as well as an explanation that such right may be exercised at any time and
165 that such right remains effective until revoked by the individual; and
166 4. The nonaffiliated third party agrees not to disclose such financial information to any other person
167 unless such disclosure would otherwise be permitted by this chapter if made by the insurance institution,
168 agent, or insurance-support organization.
169 B. 1. No insurance institution, agent, or insurance-support organization may disclose to a
170 nonaffiliated third party, directly or through an affiliate, other than to a consumer reporting agency, a
171 policy number or similar form of access number or transaction account of a policyholder or applicant for
172 use in telemarketing, direct mail marketing or other marketing through electronic mail to an applicant or
173 policyholder, other than to:
174 a. An agent or other person solely for the purpose of marketing the insurance institution's own
175 products or services as long as the agent or other person is not authorized to directly initiate charges to
176 the account; or
177 b. A participant in a private label credit card program or an affinity or similar program where the
178 participants in the program are identified to the policyholder or applicant at the time the policyholder or
179 applicant enters the program.
180 2. A policy or transaction account shall not include an account to which third parties cannot initiate
181 charges.
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182 C. No insurance institution or agent shall unfairly discriminate against an individual because (i) the
183 individual has directed that his personal information not be disclosed pursuant to subsection A of this
184 section or (ii) the individual has refused to grant authorization of the disclosure of his privileged
185 information or medical record information by an insurance institution, agent or insurance support
186 organization pursuant to subsection A of § 38.2-613.
187 D. The requirements of subsection A of this section may be satisfied by providing a single notice if
188 two 2 or more applicants or policyholders jointly obtain or apply for an insurance product. Such notice
189 shall allow one 1 applicant or policyholder to direct that financial information not be disclosed to
190 nonaffiliated third parties on behalf of all of the joint applicants or policyholders, provided that each
191 applicant or policyholder may separately direct that his financial information not be disclosed to
192 nonaffiliated third parties.
193 E. An insurance agent shall not be subject to the requirements of subsection A of this section in any
194 instance where the insurance institution on whose behalf the agent is acting otherwise complies with the
195 requirements contained herein, and the agent does not disclose any financial information to any person
196 other than the insurance institution or its affiliates, or as permitted by § 38.2-613.
197 F. An insurance agent seeking to place coverage on behalf of a current policyholder shall be deemed
198 to be in compliance with the requirements of this section in any instance where the agent has provided
199 the notice required by this section within the previous 12 months.


