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1 HOUSE BILL NO. 2157
2 Offered January 10, 2001
3 Prefiled January 10, 2001
4 A BILL to amend and reenact §§ 38.2-514, 38.2-601, 38.2-602, 38.2-604, 38.2-613, and 52-41 of the
5 Code of Virginia, to amend the Code of Virginia by adding sections numbered 38.2-513.1,
6 38.2-612.1, and 38.2-612.2, and to repeal § 38.2-513 of the Code of Virginia, relating to insurance
7 transactions; consumer protection and privacy.
8 ––––––––––

Patrons––Morgan, Hargrove and Plum
9 ––––––––––

10 Referred to Committee on Corporations, Insurance and Banking
11 ––––––––––
12 Be it enacted by the General Assembly of Virginia:
13 1. That §§ 38.2-514, 38.2-601, 38.2-602, 38.2-604, 38.2-613, and 52-41 of the Code of Virginia are
14 amended and reenacted, and that the Code of Virginia is amended by adding sections numbered
15 38.2-513.1, 38.2-612.1, and 38.2-612.2, as follows:
16 § 38.2-513.1. Insurance sales by depository institutions.
17 A. No depository institution, in the sale or solicitation of insurance, shall:
18 1. Reject an insurance policy required in connection with a loan or extension of credit solely
19 because the policy has been issued or underwritten by a person who is not associated with such
20 depository institution or its affiliate;
21 2. Require a debtor, insurer, agent, or surplus lines broker to pay a separate charge in connection
22 with the handling of insurance required in connection with a loan or extension of credit or other
23 banking product, unless such charge would be required when the depository institution or its affiliate is
24 the licensed agent or surplus lines broker;
25 3. Use any advertisement that would cause a reasonable person to believe mistakenly that (i) the
26 federal government or the Commonwealth is responsible for the insurance sales activities of, or stands
27 behind the credit of, the depository institution or its affiliate; or (ii) the federal government or the
28 Commonwealth guarantees any returns on insurance products or is a source of payment on any
29 insurance obligation of or sold by the depository institution or its affiliate;
30 4. Act as an agent unless licensed in accordance with the provisions of Chapter 18 (§ 38.2-1800 et
31 seq.) of this title;
32 5. Pay or receive commissions or other valuable consideration except in accordance with the
33 provisions of Chapter 18 (§ 38.2-1800 et seq.) of this title; however, nothing herein shall prohibit the
34 payment of compensation to a person not licensed under Chapter 18 (§ 38.2-1800 et seq.) of this title
35 for the referral of a customer, provided that (i) such compensation is not based on the purchase of
36 insurance by the customer, (ii) such compensation is a one-time, nominal fee of a fixed dollar amount
37 for each referral, and (iii) the referral does not include a discussion of specific insurance policy terms
38 and conditions;
39 6. Release insurance information of a customer to any person other than an officer, director,
40 employee, agent, or affiliate of the depository institution, for the purpose of soliciting or selling
41 insurance, without the express written consent of the customer. This provision shall not apply to (i) the
42 release of information as otherwise authorized by state or federal law or (ii) the transfer of insurance
43 information to an unaffiliated insurer in connection with transferring insurance in force on existing
44 insureds of the depository institution or its affiliate, or in connection with a merger with or acquisition
45 of an unaffiliated insurer. A depository institution or its affiliate shall be deemed to be in compliance
46 with this paragraph if it complies with Chapter 6 (§ 38.2-600 et seq.) of this title;
47 7. Use, disclose, or release health information obtained from the insurance records of a customer for
48 any purpose other than for its activities as a licensed agent or surplus lines broker, without the express
49 written consent of the customer. A depository institution or its affiliate shall be deemed to be in
50 compliance with this paragraph if it complies with Chapter 6 (§ 38.2-600 et seq.) of this title;
51 8. Extend credit or provide any product or service that is equivalent to an extension of credit, lease
52 or sell property of any kind, furnish any services, or fix or vary the consideration for any of the
53 foregoing on the condition or requirement that the customer obtain insurance from the depository
54 institution or its affiliate, or a particular insurer, agent, or surplus lines broker; except that nothing
55 shall prohibit the depository institution or its affiliate from:
56 a. Engaging in any activity that would not violate section 106 of the Bank Holding Company Act
57 Amendments of 1970, as interpreted by the Board of Governors of the Federal Reserve System, or
58 b. Informing a customer that (i) insurance is required in order to obtain a loan or credit approval;
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59 (ii) the loan or credit approval is contingent upon the procurement by the customer of acceptable
60 insurance; or (iii) insurance is available from the depository institution or its affiliate;
61 9. Offer, sell, or require insurance in connection with a loan or extension of credit, when an
62 application for a loan or extension of credit from a depository institution is pending, unless a written
63 disclosure is given to the customer indicating that the customer's choice of an insurer will not affect the
64 credit decision or credit terms in any way; provided, however, that the depository institution may impose
65 reasonable requirements concerning the creditworthiness of the insurer and the scope of coverage
66 chosen. Any disapproval of an insurer shall be deemed unreasonable if it is not based on reasonable
67 standards uniformly applied, relating to the extent of coverage required and the financial soundness and
68 the services of an insurer. Such standards shall not discriminate against any particular type of insurer,
69 nor shall such standards call for disapproval of an insurance policy because the policy contains
70 coverage in addition to that required by the creditor. Use of the ratings of a nationally recognized
71 rating service shall not be deemed unreasonable provided such ratings are based on reasonable
72 standards uniformly applied. If an insurer, duly licensed in Virginia, does not possess the required
73 rating of a nationally recognized rating service, no person who lends money or extends credit shall
74 refuse to accept from the insurer a certificate of 100 percent reinsurance issued by another insurer
75 pursuant to § 38.2-136, which does possess the required rating;
76 10. Sell an insurance policy in connection with any lending of money or extension of credit unless:
77 a. A clear and conspicuous disclosure is given, in writing, where practicable, to the customer prior
78 to the sale stating that such insurance policy (i) is not a deposit; (ii) is not insured by the Federal
79 Deposit Insurance Corporation or any other federal government agency; (iii) is not guaranteed by the
80 depository institution or, if appropriate, its affiliate or any person soliciting or selling insurance on its
81 premises; and (iv) where appropriate, involves investment risk, including the potential loss of principal,
82 and
83 b. Written acknowledgment of the disclosure is obtained from the customer at the time the customer
84 receives the disclosure or at the time of the initial purchase of the insurance policy;
85 11. Solicit or sell insurance, other than credit insurance or flood insurance, unless such solicitation
86 or sale is completed through documents separate from any credit transactions;
87 12. Include the expense of insurance premiums, other than credit insurance premiums, title insurance
88 premiums, or flood insurance premiums, in the primary credit transaction without the express written
89 consent of the customer; or
90 13. Solicit or sell insurance unless (i) its insurance sales activities are, to the extent practicable,
91 physically segregated from areas where retail deposits are routinely accepted; (ii) it maintains separate
92 and distinct books and records relating to such insurance transactions for the three previous calendar
93 years; and (iii) it makes all such books and records available to the Commission for inspection upon
94 reasonable notice.
95 B. As used in this section:
96 "Affiliate" means any company that controls, is controlled by, or is under common control with
97 another company.
98 "Credit insurance" means the lines of insurance defined in §§ 38.2-103, 38.2-108, 38.2-122.1, and
99 38.2-122.2.

100 "Customer" means an individual who obtains, applies for, or is solicited to obtain insurance.
101 "Depository institution" means any bank or savings association.
102 "Insurance information" means information concerning the premiums, terms, and conditions of
103 insurance coverage, including expiration dates and rates, and insurance claims of a customer contained
104 in the records of a depository institution or its affiliate.
105 C. Notwithstanding anything to the contrary, the provisions of this section, except subdivision A. 10.,
106 shall also apply to any person who lends money or extends credit and who sells or solicits any
107 insurance as classified and defined in Article 2 (§ 38.2-101 et seq.) of Chapter 1 of this title in
108 connection therewith. However, this section shall not apply to premium finance companies licensed
109 under Chapter 47 (§ 38.2-4700 et seq.) of this title or agents who extend credit as authorized in
110 § 38.2-1806 to the extent that such premium finance companies or agents are not affiliated with a
111 depository institution.
112 D. If the customer agrees, the written disclosures and acknowledgements required by subsection A of
113 this section may be provided electronically. Such disclosures shall be provided in a format that the
114 customer may retain and reproduce for later reference. When a purchase of insurance is made by
115 telephone, the disclosures and acknowledgements required by subsection A of this section may be given
116 orally, provided that (i) such disclosures are mailed or provided in electronic form within three working
117 days after the sale, solicitation, or offer of the insurance policy; (ii) documentation is maintained
118 showing that oral acknowledgement was given by the customer; and (iii) a reasonable effort is made to
119 obtain written acknowledgement from the customer.
120 E. The Commission shall have the power to examine and investigate the affairs of any person to
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121 whom this section applies to determine whether that person has violated this section. If a violation of
122 this section is found, the person in violation shall be subject to the same procedures and penalties as
123 are applicable to other provisions of this chapter.
124 F. Except as provided for specifically in subsection A, this section shall not prevent or restrict a
125 depository institution or its affiliate from engaging directly or indirectly, either by itself or in
126 conjunction with an affiliate, or any other person, in any activity authorized or permitted under state or
127 federal law.
128 § 38.2-514. Failure to make disclosure.
129 A. No person shall solicit or effect the sale of an annuity, a life insurance policy or an accident and
130 sickness insurance policy without furnishing the disclosure information required by any rules and
131 regulations of the Commission.
132 B. Any lending institution, bank holding company, savings institution holding company or subsidiary
133 or affiliate of either the lending institution or holding company, including any officer or employee
134 thereof, licensed as an insurance agency or insurance agent in this Commonwealth shall, prior to the sale
135 of any policy of life insurance in which there is or will be an accumulation of cash value during the
136 term of the policy, make a written disclosure to the purchaser of the policy's "interest adjusted net cost
137 index" in compliance with regulations or forms approved by the Commission.
138 C. No person shall provide to an insured, claimant, subscriber or enrollee under an accident and
139 sickness insurance policy, subscription contract, or health maintenance organization contract, an
140 explanation of benefits which does not clearly and accurately disclose the method of benefit calculation
141 and the actual amount which has been or will be paid to the provider of services.
142 § 38.2-601. Application of chapter.
143 A. The obligations imposed by this chapter shall apply to those insurance institutions, agents or
144 insurance-support organizations that:
145 1. In the case of life or accident and sickness insurance:
146 a. Collect, receive or maintain information in connection with insurance transactions that pertains to
147 natural persons who are residents of this Commonwealth; or
148 b. Engage in insurance transactions with applicants, individuals, or policyholders who are residents of
149 this Commonwealth; and
150 2. In the case of property or casualty insurance:
151 a. Collect, receive or maintain information in connection with insurance transactions involving
152 policies, contracts or certificates of insurance delivered, issued for delivery or renewed in this
153 Commonwealth; or
154 b. Engage in insurance transactions involving policies, contracts or certificates of insurance delivered,
155 issued for delivery or renewed in this Commonwealth.
156 B. The rights granted by this chapter shall extend to:
157 1. In the case of life or accident and sickness insurance, the following persons who are residents of
158 this Commonwealth:
159 a. Natural persons who are the subject of information collected, received or maintained in connection
160 with insurance transactions; and
161 b. Applicants, individuals or policyholders who engage in or seek to engage in insurance
162 transactions; and
163 2. In the case of property or casualty insurance, the following persons:
164 a. Natural persons who are the subject of information collected, received or maintained in connection
165 with insurance transactions involving policies, contracts or certificates of insurance delivered, issued for
166 delivery or renewed in this Commonwealth; and
167 b. Applicants, individuals, or policyholders who engage in or seek to engage in insurance transactions
168 involving policies, contracts or certificates of insurance delivered, issued for delivery or renewed in this
169 Commonwealth.
170 C. For purposes of this section, a person shall be considered a resident of this Commonwealth if the
171 person's last known mailing address, as shown in the records of the insurance institution, agent or
172 insurance-support organization, is located in this Commonwealth.
173 D. Notwithstanding subsections A and B of this section, this chapter shall not apply to information
174 collected from the public records of a governmental authority and maintained by an insurance institution
175 or its representatives for the purpose of insuring the title to real property located in this Commonwealth.
176 E. The provisions of this chapter shall apply only to insurance purchased primarily for personal,
177 family or household purposes.
178 § 38.2-602. Definitions.
179 As used in this chapter:
180 "Adverse underwriting decision" means:
181 1. Any of the following actions with respect to insurance transactions involving insurance coverage
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182 that is individually underwritten:
183 a. A declination of insurance coverage;
184 b. A termination of insurance coverage;
185 c. Failure of an agent to apply for insurance coverage with a specific insurance institution that an
186 agent represents and that is requested by an applicant;
187 d. In the case of a property or casualty insurance coverage:
188 (1) Placement by an insurance institution or agent of a risk with a residual market mechanism or an
189 unlicensed insurer; or
190 (2) The charging of a higher rate on the basis of information that differs from that which the
191 applicant or policyholder furnished; or
192 e. In the case of a life or accident and sickness insurance coverage, an offer to insure at higher than
193 standard rates, or with limitations, exceptions or benefits other than those applied for.
194 2. Notwithstanding subdivision 1 of this definition, the following actions shall not be considered
195 adverse underwriting decisions, but the insurance institution or agent responsible for their occurrence
196 shall provide the applicant or policyholder with the specific reason or reasons for their occurrence:
197 a. The termination of an individual policy form on a class or statewide basis;
198 b. A declination of insurance coverage solely because such coverage is not available on a class or
199 statewide basis;
200 c. The rescission of a policy.
201 "Affiliate" or "affiliated" means a person that directly, or indirectly through one or more
202 intermediaries, controls, is controlled by, or is under common control with another person.
203 "Agent" shall have the meaning as set forth in § 38.2-1800 and shall include surplus lines brokers.
204 "Applicant" means any person who seeks to contract for insurance coverage other than a person
205 seeking group insurance that is not individually underwritten.
206 "Clear and conspicuous notice" means a notice that is reasonably understandable and designed to
207 call attention to the nature and significance of the information in the notice.
208 "Consumer report" means any written, oral, or other communication of information bearing on a
209 natural person's credit worthiness, credit standing, credit capacity, character, general reputation, personal
210 characteristics or mode of living that is used or expected to be used in connection with an insurance
211 transaction.
212 "Consumer reporting agency" means any person who:
213 1. Regularly engages, in whole or in part, in the practice of assembling or preparing consumer
214 reports for a monetary fee;
215 2. Obtains information primarily from sources other than insurance institutions; and
216 3. Furnishes consumer reports to other persons.
217 "Control," including the terms "controlled by" or "under common control with," means the
218 possession, direct or indirect, of the power to direct or cause the direction of the management and
219 policies of a person, whether through the ownership of voting securities, by contract other than a
220 commercial contract for goods or nonmanagement services, or otherwise, unless the power is the result
221 of an official position with or corporate office held by the person.
222 "Declination of insurance coverage" means a denial, in whole or in part, by an insurance institution
223 or agent of requested insurance coverage.
224 "Financial institution" means any institution the business of which is engaging in financial activities
225 as described in Section 4(k) of the Bank Holding Company Act of 1956 (12 U.S.C. 1843 (k)).
226 "Financial product or service" means any product or service that a financial holding company could
227 offer by engaging in an activity that is financial in nature or incidental to such a financial activity
228 under Section 4(k) of the Bank Holding Company Act of 1956 (12 U.S.C. 1843 (k)).
229 "Individual" means any natural person who:
230 1. In the case of property or casualty insurance, is a past, present, or proposed named insured or
231 certificate holder;
232 2. In the case of life or accident and sickness insurance, is a past, present, or proposed principal
233 insured or certificate holder;
234 3. Is a past, present or proposed policyowner;
235 4. Is a past or present applicant;
236 5. Is a past or present claimant; or
237 6. Derived, derives, or is proposed to derive insurance coverage under an insurance policy or
238 certificate subject to this chapter. ;
239 7. For the purposes of §§ 38.2-612.1 and 38.2-613, is a beneficiary of a life insurance policy;
240 8. For the purposes of §§ 38.2-612.1 and 38.2-613, is a mortgagor of a mortgage covered under a
241 mortgage guaranty insurance policy; or
242 9. For the purposes of §§ 38.2-612.1 and 38.2-613, is an owner of property used as security for an
243 indebtedness for which single interest insurance is required by a lender.
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244 "Institutional source" means any person or governmental entity that provides information about an
245 individual to an agent, insurance institution or insurance-support organization, other than:
246 1. An agent;
247 2. The individual who is the subject of the information; or
248 3. A natural person acting in a personal capacity rather than in a business or professional capacity.
249 "Insurance institution" means any corporation, association, partnership, reciprocal exchange,
250 inter-insurer, Lloyd's type of organization, fraternal benefit society, or other person engaged in the
251 business of insurance, including health maintenance organizations, and health, legal, dental, and
252 optometric service plans. "Insurance institution" shall not include agents or insurance-support
253 organizations.
254 "Insurance-support organization" means any person who regularly engages, in whole or in part, in the
255 practice of assembling or collecting information about natural persons for the primary purpose of
256 providing the information to an insurance institution or agent for insurance transactions, including (i) the
257 furnishing of consumer reports or investigative consumer reports to an insurance institution or agent for
258 use in connection with an insurance transaction or (ii) the collection of personal information from
259 insurance institutions, agents or other insurance-support organizations for the purpose of detecting or
260 preventing fraud, material misrepresentation or material nondisclosure in connection with insurance
261 underwriting or insurance claim activity. However, the following persons shall not be considered
262 "insurance-support organizations" for purposes of this chapter: agents, governmental institutions,
263 insurance institutions, medical-care institutions and medical professionals.
264 "Insurance transaction" means any transaction involving insurance primarily for personal, family, or
265 household needs rather than business or professional needs that entails:
266 1. The determination of an individual's eligibility for an insurance coverage, benefit or payment; or
267 2. The servicing of an insurance application, policy, contract, or certificate.
268 "Investigative consumer report" means a consumer report or a portion thereof in which information
269 about a natural person's character, general reputation, personal characteristics, or mode of living is
270 obtained through personal interviews with the person's neighbors, friends, associates, acquaintances, or
271 others who may have knowledge concerning such items of information.
272 "Joint marketing agreement" means a formal written contract pursuant to which an insurance
273 institution jointly offers, endorses, or sponsors a financial product or service with another financial
274 institution.
275 "Life insurance" includes annuities.
276 "Medical-care institution" means any facility or institution that is licensed to provide health care
277 services to natural persons, including but not limited to, hospitals, skilled nursing facilities, home-health
278 agencies, medical clinics, rehabilitation agencies, and public-health agencies or health-maintenance
279 organizations.
280 "Medical professional" means any person licensed or certified to provide health care services to
281 natural persons, including but not limited to, a physician, dentist, nurse, chiropractor, optometrist,
282 physical or occupational therapist, psychiatric social worker, clinical dietitian, clinical psychologist,
283 pharmacist, or speech therapist.
284 "Medical-record information" means personal information that:
285 1. Relates to an individual's physical or mental condition, medical history, or medical treatment; and
286 2. Is obtained from a medical professional or medical-care institution, from the individual, or from
287 the individual's spouse, parent, or legal guardian.
288 "Nonaffiliated third party" means any person who is not an affiliate of an insurance institution but
289 does not mean (i) an agent who is selling or servicing a product on behalf of the insurance institution
290 or (ii) a person who is employed jointly by the insurance institution and the person who is not an
291 affiliate.
292 "Personal information" means any individually identifiable information gathered in connection with
293 an insurance transaction from which judgments can be made about an individual's character, habits,
294 avocations, finances, occupation, general reputation, credit, health, or any other personal characteristics.
295 "Personal information" includes an individual's name and address and medical-record information, but
296 does not include (i) privileged information or (ii) any information that is publicly available.
297 "Policyholder" means any person who:
298 1. In the case of individual property or casualty insurance, is a present named insured;
299 2. In the case of individual life or accident and sickness insurance, is a present policyowner; or
300 3. In the case of group insurance that is individually underwritten, is a present group certificate
301 holder.
302 "Pretext interview" means an interview whereby a person, in an attempt to obtain information about a
303 natural person, performs one or more of the following acts:
304 1. Pretends to be someone he or she is not;

I
N
T
R
O
D
U
C
E
D

H
B

2157



HB2157 6 of 11

305 2. Pretends to represent a person he or she is not in fact representing;
306 3. Misrepresents the true purpose of the interview; or
307 4. Refuses to identify himself or herself upon request.
308 "Privileged information" means any individually identifiable information that (i) relates to a claim for
309 insurance benefits or a civil or criminal proceeding involving an individual, and (ii) is collected in
310 connection with or in reasonable anticipation of a claim for insurance benefits or civil or criminal
311 proceeding involving an individual. However, information otherwise meeting the requirements of this
312 subsection shall nevertheless be considered personal information under this chapter if it is disclosed in
313 violation of § 38.2-613 of this chapter.
314 "Residual market mechanism" means an association, organization, or other entity defined, described,
315 or provided for in the Virginia Automobile Insurance Plan as set forth in § 38.2-2015, or in the Virginia
316 Property Insurance Association as set forth in Chapter 27 (§ 38.2-2700 et seq.) of this title.
317 "Termination of insurance coverage" or "termination of an insurance policy" means either a
318 cancellation or nonrenewal of an insurance policy other than by the policyholder's request, in whole or
319 in part, for any reason other than the failure to pay a premium as required by the policy.
320 "Unlicensed insurer" means an insurance institution that has not been granted a license by the
321 Commission to transact the business of insurance in Virginia.
322 § 38.2-604. Notice of information collection and disclosure practices.
323 A. An insurance institution or agent shall provide a clear and conspicuous notice of insurance
324 information collection and disclosure practices to all applicants or policyholders in connection with
325 insurance transactions as provided in required by subsection B of this section:
326 1. In the case of an application for insurance a notice shall be provided no later than:
327 a. At the time of the delivery of the insurance policy or certificate when personal information is
328 collected only from the applicant or from public records; or
329 b. At the time the collection of personal information is initiated when personal information is
330 collected from a source other than the applicant or public records To an applicant before any personal
331 information is disclosed about that applicant to any nonaffiliated third party, if the disclosure is made
332 other than as permitted under subsection B of § 38.2-613;
333 2. In the case of a policy renewal, a notice shall be provided no later than the policy renewal date,
334 except that no notice shall be required in connection with a policy renewal if:
335 a. Personal information is collected only from the policyholder or from public records; or
336 b. A notice meeting the requirements of this section has been given within the previous twenty-four
337 months To a policyholder no later than delivery or issuance of the policy or any other evidence of
338 coverage; or and
339 3. In the case of a policy reinstatement or change in insurance benefits, a notice shall be provided no
340 later than the time a request for a policy reinstatement or change in insurance benefits is received by the
341 insurance institution, except that no notice shall be required if personal information is collected only
342 from the policyholder or from public records To a policyholder, other than a policyholder of a title
343 insurance policy, not less than once in any consecutive twelve-month period.
344 B. The notice required by subsection A of this section shall be in writing or, if the individual agrees,
345 in electronic form and shall state:
346 1. Whether personal information may be collected from persons other than an individual proposed for
347 coverage;
348 2. The types of personal information that may be collected and the types of sources and investigative
349 techniques that may be used to collect such information;
350 3. The types of disclosures identified in subdivisions 2, 3, 4, 5, 6, 9, 11, 12, and 14 of § 38.2-613
351 and the circumstances under which such disclosures may be made without prior authorization. However,
352 only those circumstances need be described that occur with such frequency as to indicate a general
353 business practice information that may be disclosed;
354 4. The categories of persons to whom information may be disclosed, except that when disclosures are
355 made pursuant to subsection B of § 38.2-613, the notice is only required to state that disclosures may be
356 made without prior authorization as permitted by law;
357 5. If information is disclosed pursuant to subdivision C 1 of § 38.2-613, the types of information that
358 may be disclosed and the categories of nonaffiliated third parties to whom information may be disclosed
359 by contractual agreement;
360 46. A description of the rights established under §§ 38.2-608 and 38.2-609 and the manner in which
361 those rights may be exercised; and
362 57. That information obtained from a report prepared by an insurance-support organization may be
363 retained by the insurance-support organization and disclosed to other persons. as permitted under this
364 chapter;
365 8. An explanation of the right to direct that personal information not be disclosed to nonaffiliated
366 third parties as provided in § 38.2-612.1, provided that this explanation shall not be required to be
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367 given when information is disclosed pursuant to the provisions of § 38.2-613;
368 9. A description of the policies and practices for protecting the confidentiality and security of
369 information;
370 10. The disclosures required, if any, under Section 603 (d)(2)(A)(iii) of the Fair Credit Reporting Act
371 (15 U.S.C. 1681a(d)(2)(A)(iii)) pertaining to the notices regarding the ability to opt out of disclosures of
372 information among affiliates; and
373 11. A description of the types of information about former policyholders and applicants that may be
374 disclosed and a description of the types of affiliates and nonaffiliated third parties to whom information
375 about former policyholders and applicants may be disclosed, except that when disclosures are made
376 pursuant to subsection B of § 38.2-613, the notice is only required to state that disclosures may be made
377 without prior authorization as permitted by law.
378 C. An insurance institution or agent that does not disclose, and does not wish to reserve the right to
379 disclose, personal information about policyholders or former policyholders to affiliates or nonaffiliated
380 third parties except as authorized under subsection B of § 38.2-613, may satisfy the requirements of this
381 section by providing a notice that (i) states the foregoing information regarding such insurance
382 institution or agent; (ii) includes the information described in subdivisions B 1, B 2, and B 9 of this
383 section; and (iii) states that the insurance institution or agent makes disclosures to other affiliated or
384 nonaffiliated third parties, as applicable, as permitted by law.
385 CD. Instead of the notice prescribed in subsection B of this section, the insurance institution or agent
386 may provide an abbreviated notice to applicants that shall be a clear and conspicuous notice, and that
387 may be in electronic form, if the applicant agrees, informing the applicant or policyholder that:
388 1. Personal information may be collected from persons other than an individual proposed for
389 coverage;
390 2. The information, as well as other personal or privileged information subsequently collected by the
391 insurance institution or agent, in certain circumstances, may be disclosed to third parties without
392 authorization;
393 3. A right of access and correction exists with respect to all personal information collected; and
394 4. The applicant has the right to direct that personal information not be disclosed to nonaffiliated
395 third parties as provided in § 38.2-612.1, provided that this statement shall not be required to be given
396 when information is disclosed pursuant to the provisions of § 38.2-613; and
397 45. The notice prescribed in subsection B of this section will be furnished to the applicant or
398 policyholder upon request made orally or in writing or, if both parties agree, in electronic form.
399 DE. The obligations imposed by this section upon an insurance institution or agent may be satisfied
400 by another insurance institution or agent authorized to act on its behalf. An insurance institution may
401 provide a joint notice from the insurance institution and one or more of its affiliates or other financial
402 institutions, as identified in the notice, as long as the notice is accurate with respect to the insurance
403 institution and the other institutions.
404 F. Before any insurance institution or agent discloses information to an affiliate or nonaffiliated
405 third party other than as described in the notice set forth in subsection B of this section, such insurance
406 institution or agent shall send a revised notice that accurately describes its information collection and
407 disclosure practices. Such notice shall be required to comply with the provisions contained in subsection
408 B of this section.
409 § 38.2-612.1. Special requirements for providing information to affiliates and nonaffiliated third
410 parties.
411 A. Except as otherwise provided in § 38.2-613, no insurance institution, agent, or insurance-support
412 organization may, directly or through an affiliate, disclose to a nonaffiliated third party personal
413 information about an individual collected or received in connection with an insurance transaction,
414 unless:
415 1. The individual has been given a clear and conspicuous notice in writing, or in electronic form if
416 the individual agrees, stating that such information may be disclosed to such nonaffiliated third party;
417 2. The individual is given an opportunity, before such information is initially disclosed, to direct that
418 such information not be disclosed, and in no case shall the individual be given less than thirty days
419 from the date of notice to direct that such information not be disclosed;
420 3. The individual is given a reasonable means by which to exercise the right to direct that such
421 information not be disclosed as well as an explanation that such right may be exercised at any time and
422 that such right remains effective until revoked by the individual; and
423 4. The nonaffiliated third party agrees not to disclose such personal information to any other person
424 unless such disclosure would otherwise be permitted by this chapter if made by the insurance institution,
425 agent, or insurance-support organization.
426 B. No insurance institution, agent, or insurance-support organization may disclose to a nonaffiliated
427 third party, directly or through an affiliate, other than to a consumer reporting agency, an account
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428 number or similar form of access number or access code for a credit card account, deposit account, or
429 transaction account of a policyholder or applicant in connection with the marketing of a product or
430 service other than to:
431 1. An agent or other person solely for the purpose of marketing the insurance institution's own
432 products or services as long as the agent or other person is not authorized to directly initiate charges to
433 the account; or
434 2. A participant in a private label credit card program or an affinity or similar program where the
435 participants in the program are identified to the policyholder or applicant at the time the policyholder
436 or applicant enters the program.
437 C. No insurance institution or agent shall unfairly discriminate against an individual because (i) the
438 individual has directed that his personal information not be disclosed pursuant to subsection A of this
439 section or (ii) the individual has refused to grant authorization of the disclosure of his privileged
440 information or medical-record information.
441 D. The requirements of subsection A of this section may be satisfied by providing a single notice if
442 two or more applicants or policyholders jointly obtain or apply for an insurance product. Such notice
443 shall allow one applicant or policyholder to direct that personal information not be disclosed to
444 nonaffiliated third parties on behalf of all of the joint applicants or policyholders, provided that each
445 applicant or policyholder may separately direct that his personal information not be disclosed to
446 nonaffiliated third parties.
447 § 38.2-612.2. Protection of the Fair Credit Reporting Act.
448 Nothing in this chapter shall be construed to modify, limit, or supersede the operation of the federal
449 Fair Credit Reporting Act (15 U.S.C. 1681 et seq.), and no inference shall be drawn on the basis of the
450 provisions of this chapter regarding whether information is transaction or experience information under
451 Section 603 of that Act.
452 § 38.2-613. Disclosure limitations and conditions.
453 A. An insurance institution, agent, or insurance-support organization shall not disclose any personal
454 medical-record information or privileged information about an individual collected or received in
455 connection with an insurance transaction unless the disclosure is:
456 1. With with the written authorization of the individual, provided:
457 a1. If the authorization is submitted by another insurance institution, agent, or insurance-support
458 organization, the authorization meets the requirements of § 38.2-606; or
459 b2. If the authorization is submitted by a person other than an insurance institution, agent, or
460 insurance-support organization, the authorization is:
461 (1) a. Dated,
462 (2) b. Signed by the individual, and
463 (3) c. Obtained one year or less prior to the date a disclosure is sought pursuant to this subdivision;
464 or.
465 B. Notwithstanding the provisions of subsection A of this section, an insurance institution, agent, or
466 insurance-support organization may disclose personal or privileged information about an individual
467 collected or received in connection with an insurance transaction, without written authorization, if the
468 disclosure is:
469 21. To a person other than an insurance institution, agent, or insurance-support organization, provided
470 the disclosure is reasonably necessary:
471 a. To enable that person to perform a business, professional or insurance function for the disclosing
472 insurance institution, agent, or insurance-support organization and that person agrees not to disclose the
473 information further without the individual's written authorization unless the further disclosure:
474 (1) Would otherwise be permitted by this section if made by an insurance institution, agent, or
475 insurance-support organization; or
476 (2) Is reasonably necessary for that person to perform its function for the disclosing insurance
477 institution, agent, or insurance-support organization; or
478 b. To enable that person to provide information to the disclosing insurance institution, agent, or
479 insurance-support organization for the purpose of:
480 (1) Determining an individual's eligibility for an insurance benefit or payment; or
481 (2) Detecting or preventing criminal activity, fraud, material misrepresentation, or material
482 nondisclosure in connection with an insurance transaction; or
483 32. To an insurance institution, agent, or insurance-support organization, or self-insurer, provided the
484 information disclosed is limited to that which is reasonably necessary:
485 a. To detect or prevent criminal activity, fraud, material misrepresentation, or material nondisclosure
486 in connection with insurance transactions; or
487 b. For either the disclosing or receiving insurance institution, agent or insurance-support organization
488 to perform its function in connection with an insurance transaction involving the individual; or
489 43. To a medical-care institution or medical professional for the purpose of (i) verifying insurance
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490 coverage or benefits, (ii) informing an individual of a medical problem of which the individual may not
491 be aware or (iii) conducting an operations or services audit, provided only that information is disclosed
492 as is reasonably necessary to accomplish the foregoing purposes; or
493 54. To an insurance regulatory authority; or
494 65. To a law-enforcement or other government authority:
495 a. To protect the interests of the insurance institution, agent or insurance-support organization in
496 preventing or prosecuting the perpetration of fraud upon it; or
497 b. If the insurance institution, agent, or insurance-support organization reasonably believes that illegal
498 activities have been conducted by the individual; or
499 c. Upon written request of any law-enforcement agency, for all insured or claimant information in the
500 possession of an insurance institution, agent, or insurance-support organization which relates an ongoing
501 criminal investigation. Such insurance institution, agent, or insurance-support organization shall release
502 such information, including, but not limited to, policy information, premium payment records, record of
503 prior claims by the insured or by another claimant, and information collected in connection with an
504 insurance company's investigation of an application or claim. Any information released to a
505 law-enforcement agency pursuant to such request shall be treated as confidential criminal investigation
506 information and not be disclosed further except as provided by law. Notwithstanding any provision in
507 this chapter, no insurance institution, agent, or insurance-support organization shall notify any insured or
508 claimant that information has been requested or supplied pursuant to this section prior to notification
509 from the requesting law-enforcement agency that its criminal investigation is completed. Within ninety
510 days following the completion of any such criminal investigation, the law-enforcement agency making
511 such a request for information shall notify any insurance institution, agent, or insurance-support
512 organization from whom information was requested that the criminal investigation has been completed.;
513 or
514 76. Otherwise permitted or required by law; or
515 87. In response to a facially valid administrative or judicial order, including a search warrant or
516 subpoena; or
517 98. Made for the purpose of conducting actuarial or research studies, provided:
518 a. No individual may be identified in any actuarial or research report, and
519 b. Materials allowing the individual to be identified are returned or destroyed as soon as they are no
520 longer needed, and
521 c. The actuarial or research organization agrees not to disclose the information unless the disclosure
522 would otherwise be permitted by this section if made by an insurance institution, agent, or
523 insurance-support organization; or
524 109. To a party or a representative of a party to a proposed or consummated sale, transfer, merger,
525 or consolidation of all or part of the business of the insurance institution, agent, or insurance-support
526 organization, provided:
527 a. Prior to the consummation of the sale, transfer, merger, or consolidation only such information is
528 disclosed as is reasonably necessary to enable the recipient to make business decisions about the
529 purchase, transfer, merger, or consolidation, and
530 b. The recipient agrees not to disclose the information unless the disclosure would otherwise be
531 permitted by this section if made by an insurance institution, agent, or insurance-support organization; or
532 1110. To a person whose only use of such information will be in connection with the marketing of a
533 non-financial product or service, provided:
534 a. No medical-record information, privileged information, or personal information relating to an
535 individual's character, personal habits, mode of living, or general reputation is disclosed, and no
536 classification derived from the information is disclosed,
537 b. The individual has been given an opportunity, in accordance with the provisions of subsection A
538 of § 38.2-612.1, to indicate that he does not want personal information disclosed for marketing purposes
539 and has given no indication that he does not want the information disclosed, and
540 c. The person receiving such information agrees not to use it except in connection with the marketing
541 of a the product or service; or
542 12. To an affiliate whose only use of the information will be in connection with an audit of the
543 insurance institution or agent or the marketing of an insurance product or service, provided the affiliate
544 agrees not to disclose the information for any other purpose or to unaffiliated persons; or
545 1311. By (i) To a consumer reporting agency, provided the disclosure is to a person other than an
546 insurance institution or agent in accordance with the Fair Credit Reporting Act (15 U.S.C. § 1681 et
547 seq.) or (ii) from a consumer report reported by a consumer reporting agency; or
548 1412. To a group policyholder for the purpose of reporting claims experience or conducting an audit
549 of the insurance institution's or agent's operations or services, provided the information disclosed is
550 reasonably necessary for the group policyholder to conduct the review or audit; or
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551 1513. To a professional peer review organization for the purpose of reviewing the service or conduct
552 of a medical-care institution or medical professional; or
553 1614. To a governmental authority for the purpose of determining the individual's eligibility for
554 health benefits for which the governmental authority may be liable; or
555 1715. To a certificate holder or policyholder for the purpose of providing information regarding the
556 status of an insurance transaction; or
557 1816. To a lienholder, mortgagee, assignee, lessor or other person shown on the records of an
558 insurance institution or agent as having a legal or beneficial interest in a policy of insurance, or to
559 persons acting in a fiduciary or representative capacity on behalf of the individual, provided that:
560 a. No medical record information is disclosed unless the disclosure would be permitted by this
561 section; and
562 b. The information disclosed is limited to that which is reasonably necessary to permit such person to
563 protect his interest in the policy.; or
564 17. Necessary to effect, administer, or enforce a transaction requested or authorized by the
565 individual, or in connection with servicing or processing an insurance product or service requested or
566 authorized by the individual, or necessary for reinsurance purposes; or
567 18. Pursuant to any federal Health Insurance Portability and Accountability Act privacy rules
568 promulgated by the United States Department of Health and Human Services.
569 C. An insurance institution, agent, or insurance-support organization may disclose information about
570 an individual collected or received in connection with an insurance transaction, without written
571 authorization, if the disclosure is:
572 1. To a nonaffiliated third party whose only use of such information will be to perform services for
573 or functions on behalf of the insurance institution in connection with the marketing of the insurance
574 institution's product or service or the marketing of products or services offered pursuant to a joint
575 marketing agreement, provided:
576 a. No medical-record information or privileged information is disclosed without the individual's
577 written authorization unless such disclosure is otherwise permitted by subsection B of this section,
578 b. The individual has been given the notice required by subsection B of § 38.2-604, and
579 c. The person receiving such information agrees, by contract, (i) not to use it except to perform
580 services for or functions on behalf of the insurance institution in connection with the marketing of the
581 insurance institution's product or service or the marketing of products or services offered pursuant to a
582 joint marketing agreement, or as permitted under subsection B of this section and (ii) to maintain the
583 confidentiality of such information and not disclose it to any other nonaffiliated third party unless such
584 disclosure would otherwise be permitted by this section if made by the insurance institution, agent, or
585 insurance-support organization;
586 2. To an affiliate, provided:
587 a. No medical-record information or privileged information is disclosed without the individual's
588 written authorization unless such disclosure is otherwise permitted by subsection B of this section, and
589 b. The affiliate receiving the information does not disclose the information except as would otherwise
590 be permitted by this section if such disclosure were made by the insurance institution, agent, or
591 insurance-support organization.
592 BD. 1. No person proposing to issue, re-issue, or renew any policy, contract, or plan of accident and
593 sickness insurance defined in § 38.2-109, but excluding disability income insurance, issued by any (i)
594 insurer providing hospital, medical and surgical or major medical coverage on an expense incurred basis,
595 (ii) corporation providing a health services plan, or (iii) health maintenance organization providing a
596 health care plan for health care services shall disclose any genetic information about an individual or a
597 member of such individual's family collected or received in connection with any insurance transaction
598 unless the disclosure is made with the written authorization of the individual.
599 2. For the purpose of this subsection, "genetic information" means information about genes, gene
600 products, or inherited characteristics that may derive from an individual or a family member.
601 3. Agents and insurance support organizations shall be subject to the provisions of this subsection to
602 the extent of their participation in the issue, re-issue, or renewal of any policy, contract, or plan of
603 accident and sickness insurance defined in § 38.2-109, but excluding disability income insurance.
604 E. Any notices, disclosures, or authorizations required by this section may be provided electronically
605 if the individual agrees.
606 F. Any privileged information about an individual that is disclosed in violation of this section shall
607 be available to that individual in accordance with the provisions of §§ 38.2-608 and 38.2-609.
608 G. Except in the case of disclosures made pursuant to subdivision B 10 of this section, the
609 requirements of subsection A of § 38.2-612.1 shall not apply when information is disclosed pursuant to
610 this section.
611 § 52-41. Receipt of information; immunity from liability.
612 A. Any insurer providing information to an authorized representative of the Department pursuant to
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613 § 52-38 or pursuant to subdivision A 6 B 5 of § 38.2-613 shall have the right to request relevant
614 information and receive, within thirty days, the information requested.
615 B. No cause of action in the nature of defamation, invasion of privacy, or negligence shall arise
616 against any person furnishing information concerning any suspected, anticipated or completed criminal
617 violation when the information is provided to or received from the Department, the National Association
618 of Insurance Commissioners, another insurer, any federal or state governmental entity established for the
619 purposes of detecting and preventing insurance fraud, or the National Insurance Crime Bureau.
620 C. No insurer, its officers or employees, insurance professional or any other person shall be subject
621 to such cause of action for cooperating with, or furnishing evidence or information regarding any
622 suspected criminal violation to the Department.
623 D. This section shall not provide immunity for those disclosing or furnishing false information with
624 malice or willful intent to injure any person.
625 E. This section does not abrogate or modify in any way common law or statutory privilege or
626 immunity heretofore enjoyed by any person or entity, nor does it authorize the Department to make
627 public insurance company records whichthat are proprietary in nature.
628 2. That § 38.2-513 of the Code of Virginia is repealed.
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